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INTRODUCTION

Following recent updates to social media platforms’ policies regarding
censorship and misinformation, many people are flocking to a new ‘free
speech’ platform called Parler. While we’ve seen this in the past with pla-
tforms like Gab and Minds, this new platform is seeing great success in
attracting many mainstream defectors today. That platform is Parler.

Parler is self-described as “free speech social media focused on protecting
user's rights.” It's users can create, comment, discover, and upvote posts
called "parleys” on the platform. It is not without its own set of community
guidelines, which prohibit promoting violence or crime, copyright viola-
tions, and other types of ‘rules of the road’ seen on many social platforms.

With a rapid rise in its user base since its creation in 2018, Parler has become
a crucial part of Open Source Intelligence (OSINT) investigations. As we'll
discuss shortly, due to how Parler was created, there are limitations to how
information is gathered from their system. We've unpacked everything for
you and have developed a set of steps, tricks, and tips to get you collec-
ting information in no time.

This guide will show you how to conduct OSINT investigations using Parler.
We'll discuss finding profiles, extracting content, identifying valuable infor-
mation, platform limitations, and how to get beyond those limitations to
get the most value from Parler for your OSINT investigation.
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PROFILE
DISCOVERY

This chapter will teach you how to find user
profiles without creating an account and

get the information you need to keep your
investigation moving forward.
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About Values

or users, Parler not only offers them the free-
F dom of speech they're searching for but also (@ rarLer
a unique user experience to the alternatives.
Users can easily access content either through
desktop or mobile. This model is different from

platforms such as TikTok, Instagram, or Snapchat

that are designed to be used on a mobile device. — Ml o parier Today
Yet, unlike many mainstream social media options, i -@ Join today and start enjeying social media
there is no way to view Parler’s information from
its homepage without an account. Similar to other oot lbed for your views. Engage at NN

. . . Parler is people and privacy-focused, and gives you the tools you Already have an account?
platforms, like Twitter, Parler entices you to create need to curate your Parler experience.

|

an account immediately to view the content. We'll
see this type of limitation appear throughout the

platform as we investigate further.

When it comes to searching Parler, you'll discover Parler.com homepage (a)

that this causes an inherent problem while running

your investigation. However, just because there

isn't a search engine on the home page doesn’t

mean we can't search through other means. Since GO gle site:parler.com X -!-f Q
Parler allows Google to crawl their site to be

indexed in their search, it will enable you to use

Google’s index to find Parler’s content for inves- By entering this simple command into Google, you'll tell the search engine to only show
tigative purposes. you web pages that come from the website parler.com. The site operator eliminates results

from any other website. We'll start here to see what type of content is available. At the
Although a manual process, through the Google time of this writing, and from our browser specifically, there are roughly 52,800 results from
Search index, there is plenty of information you parler.com in Google’s index.

can still view from Parler without registering for an

account, such as posts, usernames, and profiles.
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The first valuable thing you'll notice within these search results are web pages,
including /post/ and /profile/ in their URLs. Here you can see a few examples from the

first page of Google.

https://parler.com/post/08d5fe69f47f4d8dB81b202f59ed1cd436 ~
@Timcast - Timcast - Novermber 4th 2020 Michigan turns red ...

Novermber 4th 2020 Michigan turns red giving trump just enough EC votes to win reelection

Governor Whitmer intervenes and decides the EC votes should go ...

This page contains “/post/” in the URL.

https://parler.com/protile/Marklevinshow

@Marklevinshow - Mark Levin - Parler
Mark Levin Podcast: Mark Levin Audio Rewind - 11/13/20 on Apple Podcasts On Friday's Mark
Levin Show, Dr. Anthony Fauci and others say to wear a mask ...

This page contains “/profile/” in the URL.

By appending /post/ to the end of our first query, we’ll narrow down the search results
from 58,200 to 3,240. Google will show us only posts from Parler that their system has
indexed. Adding any keyword after this query will allow us to search for Parler’s
content through Google without even visiting the site. Let's say we're looking for
mentions of Twitter on Parler. We can use this query to specify that which will reduce
our results from 3,240 to 803.

GC} g |e site:parler.com/post/ p 4 § Q

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

TOP TIP

If your Google search
looks slightly different
than this, that's because
we're using a free
Chrome extension called
Remove Breadcrumbs.
Remove Breadcrumbs
removes Google’'s URLs'
abbreviation in their search
results, showing you the
entire URL instead. The
process of collecting
OSINT data is much more
streamlined when using
this tool.
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https://www.google.com/search?sxsrf=ALeKk02UzOPEUtrNXY8gRb2IKYEB2VJcAQ%3A1605105789673&ei=ffirX4zRKMS3tAbQw7nAAg&q=site%3Aparler.com%2Fpost%2F+%22twitter%22&oq=site%3Aparler.com%2Fpost%2F+%22twitter%22&gs_lcp=CgZwc3ktYWIQA1CBMli1N2CsOGgBcAB4AIABeIgBpQWSAQM1LjKYAQCgAQGqAQdnd3Mtd2l6wAEB&sclient=psy-ab&ved=0ahUKEwjMg66D3frsAhXEG80KHdBhDigQ4dUDCA0&uact=5
https://chrome.google.com/webstore/detail/remove-breadcrumbs/banhponphmmpnpogmfaahcgkgbgkcoka

By appending /profile/ to the end of our original query, we'll narrow down the search
results from 58,200 to 40,400. What is left in our search are only Parler profiles that
Google has indexed. Searching this way can allow you to collect names and usernames
without even entering Parler’s website. If you're looking for a particular person, you can
add their first and last name, display name, or username after your site: command to

look for them specifically. Here’s an example.
G{} glE site:parler.com/profile/ b 4 _!_, Q,

The last way of discovering user profiles on Parler is to enter a username you have directly
into the Parler URL using the URL structure example above. I'd recommend doing this
check if you aren’t finding results in Google, but you suspect a profile may exist. The

profile may exist, and Google hasn't indexed it yet.

GC} g |€ site:parler.com/profile/{username} X L Q

On that last note, it's important to understand the limitations of Google Search. Google
can only show you pages that it's indexed. Because of this, brand new profiles and posts
likely won't show up in search results. Moving forward, we'll look at how to find addi-

tional information beyond what search engines can provide.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS
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CONTENT
tXTRACTION

In this chapter we will show you how to extract
the content you have found for easy use once
you've finished collecting everything.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

ow that you've found a profile or con-
tent that's useful to your investigation,
it's time to begin extracting useful
information from the page to archive it for later
use. There are three free Chrome Extensions
we're using to streamline this process.
Combined, we'll have multiple pieces of evi-
dence among different formats for our inves-

tigative purposes.

@ Instant Data Scraper
Instant Data Scraper will easily extract

information from the page.

GoFullPage

GoFullPage will capture full screenshots

as PNG and PDF.

Save as MHTML
Save as MHTML will archive the web page

@4—

itself, including all source code on the page.
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https://chrome.google.com/webstore/detail/instant-data-scraper/ofaokhiedipichpaobibbnahnkdoiiah
https://chrome.google.com/webstore/detail/gofullpage-full-page-scre/fdpohaocaechififmbbbbbknoalclacl
https://chrome.google.com/webstore/detail/gofullpage-full-page-scre/fdpohaocaechififmbbbbbknoalclacl
https://chrome.google.com/webstore/detail/gofullpage-full-page-scre/fdpohaocaechififmbbbbbknoalclacl
https://chrome.google.com/webstore/detail/save-as-mhtml/ahgakckdonjmnpnegjcamhagackmjpei/

Let's use Bill O'Reilly’s Parler profile (a) for refe- @ PARLER
rence. We're using his account because of the
variety and breadth of content available, as well
as the fact that he’s a public figure. Here’s a pre-
view of that profile at the time of this writing.

Bill O'Reilly
BillOReillyClub

Armerican conservative political commentator and author. FOLLOW If
You Support BILL O REILLY

Keep in mind that we are still viewing Parler
without registering for an account. While this

method has limitations, it maintains anonymity Y

aﬂd W||I qUICkly kICkStart yOUI’ IﬂveStIgathﬂ. Candace Owens - @CandaceCwensTeam
1week ago - O 356357

We'll cover account registration and advanced ECHO TO KEEP THE FAITH, AMERICA!

4

techniques later in this article.

Now that we're on a profile we're interested in,

the first thing we need to do is expand all com- Bill O'Reilly’s Parler profile page (2)

ments. You can do this manually by clicking the
“Show Comments” button beneath a post. If

’ Bill O'Reilly - @BillOReillyClub
a post has a lot of engagement, you'll have to e | month ago - © 34043
click “Show Replies” as well. This process can Youknowitsrie
: : : ITNRLTARINV TUVN TTIL
be automated using Javascript, but we will do TOPTIP

it manually for this guide. DEBATE WITH TRUMP
There's an even easier way to

do this, but it requires a bit of
technical capability. By placing
a short javascript snippet

into the Console tab of your
browser, you can expand all of
. _ the comments and replies to
@6 & O comments for the entire page
at once. On the next page,
we'll show you how to do it.

It'll look similar to the example to the right (b).

I Show Comments I

Show comments below a post (b)

9  THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS SKOPENOW


https://www.parler.com/profile/billoreillyclub

About

0 Echoed By Bill O'Reilly - 1week ago

Candace O

| week ago

wens - [@CandaceOwensTeam

", -
. @ 156078
Q 3560,

ECHO TO KEEP THE FAITH, AMERICA!

4

Help Privacy Community Guidelines

PR

i

Terms of Service

Elements Console  Sources  Network  Performance  Memory  Application  Security Lighthouse

top Y & |Filter

Step 1: Open your
browser console

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

Default levels v

Right-click on your browser and select

"Inspect”. Once a window in your
browser appears, click the “Console”
tab. This will work on any browser, but

we'll use Chrome in the visual aids.

@ 2020 Parler

SKOPENOW



About Help Privacy Community Cuidelines Terms of Service

Elements Console  Sources  Network  Performance  Memory — Application  Security Lighthouse

top Filter Default levels

btns = document.querySelectorAll{'.show-comments—wrapper, .show-replies—wrapper'); i=8; i<btns.length; i++) {btns[i].click()}

Copy and paste the following

Step 2 Copy and Javascript into the console window
paSte Javascrlpt of your browser and hit enter. That's

it. You can go ahead and close your
console window and see all comments

and replies expanded.

var btns = document.querySelectorAll('.show-comments--wrapper,.show-replies--wrapper');for(var i=0; i<btns.length; i++) {btnsli].click(}

11 THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS SKOPENOW
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If you haven't installed Instant Data Scraper
already, you'll be needing it in this next step.
Once all comments and replies have been
expanded, scroll to the top of the page and
click on the Instant Data Scraper Chrome exten-
sion to collect information. Setting it up is easy.
It'll look something like this (a).

1"

Make sure to turn "infinite scroll” on and set

the minimum delay to 5 seconds.

Once the extraction is complete, you can down-
load all data, including links and images, to
a CSV or XLSX file for further analysis. In the
event anything is deleted, this will also archive
all information on the page. Since Parler’s guest
view limits the number of posts you can see,
this process should be quick.

The next step is to capture a full-page image
of the Parler profile using GoFullPage. You can
save this as a PDF or a PNG (or both). We find
this useful for including in reports or sending
via email to other members of your team.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

& Infinite scroll

© Help/Feedback
Try another table

FPages scraped: 1
Rows collected: 19
Hows from last page: 19

) Working time: Os
Mindelay 5 Sec

Max delay 20 sec

If you like this extension, please rate it in chrome store: m

Download data or locate "Next" to crawl multiple pages

eb--col src x eb--col src 2 x reblo

https://www.parler.com/33e752 1e/images/icon https:/images.parler.com/fcibb8b94c5949449¢ Echoed By B

https://www.parler.com/33e7521e/images/icon https:/images.parler.com/fcibb8b94c5949449¢ Echoed By B

Instant Data Scraper Chrome extension (a)

TOP TIP

Doing this isn't neces-
sary, but we like having
everything on the page
saved, source code and

all. This helps protect

you, if any part of the full
page image captured

comes into question.
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DISGOVERING
VALUABLE
INFORMATION

In this chapter, now that you've archieved the
content, you'll learn how to parce the data to
find what is most useful to you.

13 THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS SKOPENOW
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https___ www.parler.com_profile + & <

= File Edit View Insert Format Data Tools Add-ons Help
| Y - 100% -~ EORIEUELIES
hide-comments—-wrapper
E F G H I J K L M N o

ch--avatar--wrap card-meta--row | author--name  author--usemam post--timestamp impressions--col card--body mc-image--mod: mec-image--mod: pa--item--count pa--item--count : p

LT < TR R - R B R ]

hitps://images.p: hitps:/fwww.parlt Candace Owens @CandaceOwer 5 days ago 297191 ECHO TO KEEF X hitps://api.parler. 139 2334
https:/fimages.p: https://'www.parle Bill O'Reilly @BillOReillyClut 1 month ago 23439 You know it's tru X hitps://api.parler. 5 41
https://company-media.parler.cor Name Hidden  @Private User 1 month ago 33194 ECHO FOR TRL X hitps://api.parler. 14 242
hitps://images.p: https:/fwww.parl Bill O'Reilly @BIllOReillyClut 1 month ago 19679 President Donali X hitps://api.parler. 6 40
hitps://company-media.parler.cor Name Hidden (@Private User 2 months ago 212265 ECHO if you are X hitps://api.parler. 21 644
hitps://images.p: hittps:/fwww.parl Bill O'Reilly @BillOReillyClut 2 months ago 19998 You know the “fie X hitps://api.parler. 9 48
https:/fimages.p: https:/fwww.parle Bill O'Reilly @BIillOReillyClut 2 months ago 21379 X hitps://api.parler. 8 62
hitps://company-media.parler.corr Name Hidden @Private User 2 months ago 43254 ECHO To Suppc X hitps://api.parler. 17 215
0 hitps:fimages.p: https:/fwww.parl Bill O'Reilly @BIlOReillyClut 2 months ago 26656 Echo If You Are ' X hitps://api.parler. 5 115
ow that you've essentially archived So within a few minutes, you've learned how
N the entire profile in three ways (CSV, to discover profiles and posts using Google
image, and MHTML), it's time to start Search, how to archive content in three different
the analysis process and discover valuable infor- ways, and how to extract valuable information
mation. Here's an example of a quick scrape from the content archived. By now, you've likely
from Bill O'Reilly’s Parler page. You'll notice noticed you've hit a roadblock. When viewing
a few useful pieces of information here. The as a guest, you can only access so many posts.
first is a list of links to images that were found You also can't see followers, followings, and
on the page. This is useful if you want to save your search functionality is limited. To continue
those images to your local drive and hash them. your investigation, if your environment allows it,
The second is a list of usernames that the page you'll have to register for an account. Continue
owner "echoed,” which is Parler’s version of reading to see what else is possible on Parlor
a retweet (see column H). The third is a list when registered.
of usernames that commented on the page
owner's content (see column V).
14 THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS SKOPENOW
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ACCOUNT
CREATION

In this chapter, we'll go one level deeper into
Parler. We'll go over everything you can discover
with an account by teaching you the ins and outs
of creating your own.

SKOPENOW
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efore registering for an account, it's

crucial to review Parler’s privacy policy.

Doing so allows you to ensure your
investigation’s integrity and lets you unders-
tand what you're putting at risk. Here are some

highlights with context to this use case:

e Parler will collect your name, email, user-
name, and profile photo.

* Parler receives your IP address, device type,
web browser type, operation system ver-
sion, phone carrier and manufacturer, user
agents, and device identifiers.

e Parler collects information using cookies and

pixel tags for advertising purposes.

Parler outlines how they use the information
they collect and share it with vendors, service
providers, and analytics partners. They state
that they may transfer your information to a
third party in the event of an acquisition or mer-

ger. Keep this all in mind before you register.

Now that the fine print is out of the way let’s

discuss registering for an account.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

Create An Account

Please enter your email and password to proceed

Phone number required (a)

An important thing to note is that you can only
create one account per phone number and a
required phone number (a). If you try to regis-
ter an account with the same number but use
a different email address, Parler will reject the

registration.

TOP TIP

Why create an account?
There are several layers
of information that
Parler only allows log-
ged-in users to access.
You'll want to have an
account to make sure
you don't miss any-
thing important for your

investigation.

SKOPENOW
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Every time you try to log in to Parler, you'll be
requested to solve a captcha (b). You need to
do this for both the registration process and
logging in daily.

Next, it will ask you to enter a one-time authen-
tication code (c) sent through the mobile device
you registered. That means the phone number
you use has to be a real number that can accept
texts. Because of this, you'll generally be una-
ble to use most VOIP numbers, landlines, etc.

Once you've gotten through those steps,
congratulations--you’re a member of Parler.
Registering for an account will unlock much more

advanced capabilities for your investigations.

We wanted to mention before moving on that
we had difficulties during the registration pro-
cess on Parler. Initially we registered through
a mobile device and had to reset the pas-
sword a couple of times to get it to work. If
you experience difficulties, it's likely not a per-

sonal problem.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

are you human? e

We require a Captcha to be entered before you may continue onto Parler.

This helps us protect ourselves against robot attacks,

AU ks

Captcha *

get new captcha

Captcha required (b)

verify your one time pass code

WWe have sent you an SMS with the code

Swd
LA

Juuyy

Authentication code required (c)

SKOPENOW



ADVANGED
tXTRACTION

Now that we've set up an account, this
chapter will be about extracting deeper
levels of data for your investigation.

18 THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS SKOPENOW
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N ow that you have an account with Parler,

information like followers, following,
media (images), and a full list of Parleys (posts)
can be seen. Parler also designates a spe-
cific URL for each datapoint we're going to
collect, which helps OSINT. You can see that
here: https://parler.com/profile/BillOReillyClub/

followers

Parler uses an infinite scroll feature when listing
a user’s followers. This is important because if
you don't set that minimum delay on Instant
Data Scraper to at least 5 seconds, it'll keep
stopping the scrape for you in the Chrome
extension. If you notice that at 5 seconds, it’s
still stopping before completion, bump it up
to 7 seconds on the minimum delay. Some
accounts can have tens of thousands, if not hun-
dreds of thousands of followers. Instant Data
Scraper isn't perfect, but it's much faster than
copy and pasting each of them manually. Like

you can see here: https://parler.com/profile/
BillOReillyClub/following

Typically influencers on Parler follow fewer peo-
ple than follow them. The opposite is true with
regular accounts. When extracting a following

. https___ parler.com_profile_Joh (1) # & &

File Edit View Insert Format Data Tools Add-ons Help

& v o - (IO

ng-star-inserted src

A

1 | ng-star-inserted src I name

2 https:/fimages.parler.com/91593da68e0940c4b95c26209370f72c_128 JP Sears

3 hitps://images.parler.com/c7d82ab17b844c2293ad32dccc58fd7c_128 Rebekah Mercer

4 hitps://images.parler.com/b0b1f6e8f6b642ddb3dc81ab35f0fbba_128 President-Elect (too-too) Willie Soon
5 hitps://images.parler.com/8958b4c3635e49509a3508f70e8f9f46 Michael B

& hitps://images.parler.com/87453335a1e04827922e301ab50d2f98_128 Tiffany Trump

L DanPrimack

8 hitps://images.parler.com/edd459245110403b96f1522cbco7{ff1_128 Andrew Rossow

9

10 | https:/fimages.parler.com/Seadcc4974714{8ea4775189e7283051_128 Lauraingraham

" https:/fimages.parler.com/deddaaifcf?a440688be64c46a63e99e_128 Luis Huang

12 | https:/fimages.parler.com/a481171ae3b843aeaa?564dd1df8605c_128 Tucker Carlson
13 hitps:/fimages.parler.com/7c8b620c1b344b1092edf43f7 3bf2981_128 Sick.Codes

14 | https:/fimages.parler.com/ca0860f2fbd04c60b974ebad85672e46 128 FetchingFeline &

15 | https:/images.parler.com/98f45377f47e41db83f3167504e191e5_128 NewtGingrich

https://images.parler.com/5b85f044ddc44ce19d4 19de2981a60cf_128 Mikkel Thorup | Author & Podcast Host

C
name href
hitps:/fparler.com/profile/AwakenWith.JP
hitps:ifparler.com/profile/RebekahMercer
hitps://parler.com/profile/WillieSoon
hitps:i/parler.com/profile/MichaelB12
https:/fparler.com/profile/TiffanyTrump
https:ifparler.com/profile/DanPrimack
https://parler.com/profile/CyberGuyEsq
hitps:i/parler.com/profile/MikkelThorup
hitps://parler.com/profile/Ingrahamangle
https:/fparler.com/profile/lL uisHuang4irvine
hitps:i/parler.com/profile/TuckerCarlson
https:/fparler.com/profile/sickcodes
hitps:/fparler.com/profile/FetchingFeline
hitps:i/parler.com/profile/SpeakerGingrich

Extracted username list (a)

list, it's crucial to consider which accounts are
influencers and everyday users. If an influencer
is following a standard account without much
content posted, they might know that person.
Likewise, if a standard account follows other
standard accounts without much content, it's
also possible they know that person. Coming
to this conclusion requires an analysis of the
following list you're extracting.

Here's an example (a) we pulled from the CEO

of Parler’s following list. His follower list has the
greatest variety of account types for a better
demonstration of analysis. If you look at column
E of the list we mentioned earlier, you'll see
a series of image links. Those image links are
associated with types of profiles found on Parler.
We can use this information to quickly sort and
filter profile types to narrow your search down
to particular users you are looking for.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

D
username
@AwakenWithJP
@RebekahMercer
@WillieSoon
@MichaelB12
@TiffanyTrump
@DanPrimack
@CyberGuyEsq
@MikkelThorup
@Ingrahamangle
@LuisHuang4irvine
@TuckerCarlson
@sickcodes
@FetchingFeline
@SpeakerGingrich
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https://docs.google.com/spreadsheets/d/1LY7ULoWfGzOi8SUMd8fVlL6Rl8it16DoneBrd-nogPs/edit#gid=749691218
ts/d/1LY7ULoWfGzOi8SUMd8fVlL6Rl8it16DoneBrd-nogPs/edit#gid=749691218
https://parler.com/profile/BillOReillyClub/followers

https://parler.com/profile/BillOReillyClub/followers

https://parler.com/profile/BillOReillyClub/following 
https://parler.com/profile/BillOReillyClub/following 
https://parler.com/profile/BillOReillyClub/following 
https://parler.com/profile/BillOReillyClub/following 
https://parler.com/profile/BillOReillyClub/following 
https://parler.com/profile/BillOReillyClub/following 
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Here's a quick overview of account types found on Parler:

@ ©O© O

Verified Real User

https://parler.com/assets/SVG/new-badges/00.svg

Real Users are verified unique people in the Parler network. This

does not confirm the user is who they claim to be.

Verified Influencer

https://parler.com/assets/SVG/new-badges/01.svg
Verified Influencers are users with a large following who run the risk

of impersonation. These badges protect their authenticity.

Parler Media Partner

https://parler.com/assets/SVG/new-badges/02.svg

Parler Media Partners have Parler comments enabled on their web-
site. This means comments on their posts are mirrored between

their website posts and Parler posts.

News Feed Provider

https://parler.com/assets/SVG/new-badges/03.svg
Parler automatically posts news from a news feed provider into the

Parler network.

Private User

https://parler.com/assets/SVG/new-badges/04.svg

Private Accounts will restrict their profile to users they have not

approved for Follow Requests.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS
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@

Q @

Parler Citizen

https://parler.com/assets/SVG/new-badges/05.svg

Parler Citizens are users who have verified their identity and only
allow other verified users to comment on their content. This requi-
res a driver’s license, passport, or other government-issued iden-

tification to verify.

Parody/Impersonation Account

https://parler.com/assets/SVG/new-badges/06.svg

A comical depiction of a high profile individual.

Parler Employee

https://parler.com/assets/SVG/new-badges/07.svg

An employee of Parler or their main page.

Verified User Showing Real Name

https://parler.com/assets/SVG/new-badges/08.svg

This is a verified user who is using their real name as their display

name.

Parler Early Adopter

https://parler.com/assets/SVG/new-badges/09.svg

This individual joined Parler and was active very early in Parler’s life.

Using each of these unique identifiers, you can
quickly categorize your dataset and remove
unwanted user types.
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—  xtracting posts is pretty straightforward.

. It appears that Parler does not give you

specific date/time stamps for each post.
However, it does seem that Parler switches from
“x days ago” to an actual mm/dd/yyyy date
after a post is 14 days old or older. Another
thing to keep in mind is the javascript snippet
mentioned above only works for Parler from the
guest view. Once you're logged in, it no longer
automatically expands comments and replies.

For now, this will have to be done manually.

Go to:
https://parler.com/profile/BillOReillyClub/posts

If you're only interested in images or videos
that a profile posts, you can extract the con-
tent from this page to get only that content
and not every individual post.

Go to:
https://parler.com/profile/BillOReillyClub/

media

Unlike some other social media platforms, Parler
allows you to filter users’ activity to only show
their comments. Clicking on the comment will
take you to the original post the user commen-
ted on. This is an excellent way to establish
social networks and determine which users a
profile may interact with.

Go to:
https://parler.com/profile/BillOReillyClub/

comments

Votes function similar to upvotes on Reddit.
Influencers don’t often vote on things but regu-
lar accounts will frequently “vote” on influen-
cer content. Extracting the list of content a user
votes on can help determine a users’ interests

and establish potential relationships.

Go to:
https://parler.com/profile/BillOReillyClub/votes
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If you don’t have a Parler account, these links
will be meaningless and take you to the regu-
lar profile page. If you have an account, howe-
ver, it'll show you specific content types. Now
that we can view everything Parler has to offer,
we're going to repeat the steps we did under

the Content Extraction portion of this article.

Let's start with pulling followers by using the
steps below:

STEP 1: Use Instant Data
Scraper to collect the follower
list - Here's an example.

STEP 2: Use GoFullPage to

capture an image and PDF

of the entire page after fully
expanding.

STEP 3: Use Save as MHTML to
archive the page’s source code
to back up your image and PDF.

Repeat this process for each data point on

Parler to capture the entire profile.

Another thing to note is hashtags on Parler.
Similar to other social media platforms, Parler
uses hashtags to help users discover content.
Once you've registered an account, you can
search by hashtags using the URL structure
example above. Here's an example. You can
use this to track trending hashtags found on
other platforms, like Twitter and Gab, and moni-
tor the conversation on Parler. This can illumi-
nate previously unknown influencers in a sub-
ject you're investigating and help expand your
research into users’ content published on other
platforms.

Go to: parler.com/search?hashtag={hashtag}

Next, we'll show you how to automate these

processes using Skopenow.

THE DEFINITIVE GUIDE: PARLER FOR OSINT INVESTIGATIONS

SKOPENOW


https://docs.google.com/spreadsheets/d/1AQH8Ggc4UqXMlFHavgcME4jdfwWg1afJs8qphwXQtLQ/edit?usp=sharing

tXPANDING YOUR
INVESTIGATION

This final chapter will discuss what
to do with the information you've
extracted, and how to streamline the
process going forward.
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nce you've captured each page, you
O can begin the analysis portion discus-
sed above, including name, username,
link, and other data point discovery. Here are

a few examples of what you can do with the

information collected on Parler.

Using the list of followers extracted on Parler,
you can conduct reverse username searches
across platforms on accounts of interest to
build out a digital footprint. You can also filter
the follower’s list by account type to remove
any account types that aren’t relevant to your
investigation and narrow your list down from
a few thousand to a few hundred. Using the
following list extracted on Parler, you can build
a basic social network of the profile you're
investigating.
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Combining this with analysis of engagement on
other platforms, such as Facebook, Instagram,
and Twitter, allows you to further enrich the
network. Much like follower analysis, you can fil-
ter the following list by account type to remove
any accounts that may not be relevant to your
investigation.

Analysis of followers, followings and engage-
ment on posts, comments, and voted content,
can help shed light on connections or asso-
ciations among individuals online. Analysis of
hashtags or trending topics can help create a
timeline of popular movements, identify rising
influencers, and allow you to forecast future
events or provide context on current events.
Parler represents an ongoing trend on the
internet.

SKOPENOW



25

As mainstream social media platforms mature,
new platforms are created to serve the inte-
rests of niche audiences. Disregarding those
audiences and getting behind on investigative
techniques required on alternative platforms
puts you behind the curve, producing intelli-
gence gaps that could be costly.

Using a tool like Skopenow (a), you can auto-
mate each of the processes. Skopenow will
automatically conduct reverse username sear-
ches across all social media platforms and
expand the search using publicly available
information.

Using the Association Search tool, Skopenow
can identify connections between two indi-
viduals. Skopenow can automate the collec-
tion, archive the followers and following lists
for further use in your investigation. Lastly,
Skopenow's automatic report builder will save
you time organizing the hundreds of data points

collected in a clean and organized manner.

Contact us for a demo to see how Skopenow
can streamline your OSINT workflow.
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1 https://parler.com/profile/seanhannity

Result Type: + Result [Profile page, or user post]

Identifiers:  Sean Hannity Seanhannity Likely Match

Score: High

Options: Extract

| All Content @

Posts
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Votes @
Comments @
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i@ Date Range 12 Months Ago to Current

0 0 Comments fram: 116/2019 to 1116/2020
i 0 votes from: 1116/2013 to N/16/2020
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Source IP: 13.224121.92
Date: Mot Available
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